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Abstract: The increasing cost of IC manufacturing has forced many companies to go fabless
over the years. With the outsourcing of IC fabrication in a globalized/distributed design flow
including multiple (potentially untrusted) entities, the semiconductor industry is facing a
number of challenging security threats. This fragility in the face of poor state-of-the-art
intellectual property (IP) protection has resulted in hardware security vulnerabilities such as
IP piracy, overbuilding, reverse engineering, and hardware Trojans. In this talk, | will present
logic locking, a technique that has been conceived as a promising proactive defense strategy
against the above-mentioned attacks. | will describe the security properties, known attacks,
and our provably-secure solution. Additionally, I will also describe my other research
projects on hardware security. Finally, | will present my research vision on developing end-
to-end tool suite for hardware security.
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