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Abstract: The advent of low-power, connected, embedded computing is enabling an
increasing number of things to be connected to the internet. Devices have sensors and
actuators and connectivity allows attacks to scale. Attacks that can sense and control physical
things. Hackers can deny availability and integrity of things by exploiting vulnerabilities in
hardware, software, protocols, and system design. We have seen recent exploits that open
door locks, disable smart lights, take control of thermostats, and take control of connected
cars, for example. This seminar is divided into three parts:

Part 1 introduces basic security principles and fundamentals of cryptography, and their
applicability and relevance to embedded systems.

Part 2 describes how implementations get attacked, and countermeasures to protect against
attacks. We cover side channel attacks, fault-injection attacks, and software attacks.

Part 3 introduces an embedded architecture for 10T devices. Two fundamental building
blocks are covered: a Physically Unclonable Function and a True Random Number
Generator. We conclude by summarizing best practices for device security.
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